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Can | set different
person, device or |

Adblocking, Online Protection, and any custom Approve / Block lists can only be
configured on a location, person, or device level. Content Access (parental control)
settings can be configured on a person and device level.

Location level: Applies to all devices connected to the network.

Guard Done
Palo Alto v
Member since October 14, 2020 A” deViceS
Devices connected fo home WiFi
App settings Advanced @
Enabled
7= @ v
O
Adapt Access Guard
Advanced loT
protection
% @ @ Protect your home 'mlx:/()"r Enabled
Sense Command Notifications Y
Adblocking
@ Enjoy a better online Disabled
Pods Add @ experience by blocking ads
O O View all Guard events
Bedroom Hallway Living room
‘ ' ) o Privacy

Don’t want Plume to see your device network
activity? Tap to learn more.

Privacy mode

>4 Delete Guard events

far &2 Q HH

Person level: Applies to all devices assigned to a person.

Ppar
ocat
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10:14 all ¥ @

< [
Max Lambourne (3]

Home since 12:35 pm
Primary device

Max’s iPhone

Device profile Kid

1 online

c’ D Max’s iPhone
Online since 2:35 pm, today
Lo
m ( ) Nintendo o
Device is quarantined

Schedule internet freeze 4
Pick from presets like Bedtime, School
nights, and Focus time. Or, create a

custom schedule that fits your needs

Events 40 3

10:14 all = ()

Max Lambourne Done

Guard setting

Online Protection
@ Real-time threat protection Enabled

against crypto-mining,

ranso

vare, malware & more

Content access

“= Keep i]'ﬂl"i—‘b‘fj‘.‘v's'\r':? habits No limits
tuned the needs of your

family.
Adblocking
@ Enjoy a better online Enabled

experience by blocking ads.

Device-level: Applies only to the single device only if unassigned. If the device is

assigned to a person, the Content Access rule will be applied to that person.
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Max’'s iPhone Done
Max’s iPhone 5]

Online since 12:35 pm

Guard setting

Online Protection

@ Real-time threat protection Enabled
against crypto-mining,

ransomware, malware & more
Content access

v Keep online browsing habits No adult

x— tuned to the needs of your contfent
family

nt

Adblocking

@ Enjoy a better online Enabled

experience by blocking ads.

Living Room

More info

Schedule internet freeze 74
Pick from presets like Bedtime, School

nights, and Focus time. Or, create a

custom schedule that fits your needs

Events 40 3

What happens if you have different settings configured on different
levels for a device?

Priority is given to the most specific settings for a device. For example, if Online
Protection is disabled on a location level and enabled for a device, the setting is turned
on for the device.

Additionally, if a location has a setting enabled, any new devices and profiles added will
inherit the same settings by default.

If should be noted that if a device is assigned to a person, Content Access rules will
always be the same for a person and their associated devices.

For any additional questions, pleasecontact our support staff for assistance.
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https://support.plume.com/hc/en-us/requests/new

Choosing your Moti on

How are devices chosen to detect motion?

Sense uses a behindthe-scenes algorithm to pick from the Sense device list devices
that are best suited for motion detection. Click here to learn more about Sense devices
and how they are chosen.

Modifying the Sense device list

The pool of available devices (Sense device list) from which the algorithm chooses is
based on all Wi-Fi devices currently connected to a SuperPod, excluding mobile devices.
This Sense device list can be modified by you to limit motion detection in certain areas.
We recommend leaving all devices in the Sense Devices list selected for optimal
performance, but if you would like to manually choose which devices can be used, the
following guidelines will help you get the most coverage in your home.

1 If you want to limit mot ion detection in certain areas of your home, deselect devices
in those areas.

71 Although Sense will keep most mobile devices separate, ensure you choose devices
that will remain static.

1 Avoid choosing devices that are battery operated or may frequently go into a low-
power state. Alwayson devices such as voice assistants and other smart home devices
are good candidates.

71 Since SuperPods are already being used to detect motion, avoid choosing devices
that are either in the same room or very close to them.

1 To better refine the motion sensitivity, use the Live Viewfeature to test the motion
detection in each room.

How do | access and modify the Motion Detection Devices list?
1. From the home screen, scroll down to the Sense section and tap on the Live view .
2. Scroll down and tap on the pencil icon next to Sense devices.
3. Remove the green checkmark next to any device you do not want to be used for
motion detection or a dd a green checkmark next to devices you want to be used.
4. Be sure toassign rooms to your devicesif you haven't already done so.
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https://support.plume.com/hc/en-us/articles/360043364893
https://support.plume.com/hc/en-us/articles/360043364893
https://support.plume.com/hc/en-gb/articles/360042904754
https://support.plume.com/hc/en-gb/articles/360050597933

Plume

@ < Sense .
HomePass* / Cancel Sense devices Done

Control

Everyday, 9:30 pm - 5:00 am Around devices

OD (D Doorbell, Echo, Kitchen

Plume Sense turns your existing connected
devices info motion sensors using their
connection to nearby pods.

Sense

Roku
Sense @ Tap to assign room
No motion detected sense alerts ON & v
LIVE @ E Tap to assign room
Motion today KITCHEN
° Google Dot
@ in Kitchen °
LIVING ROOM
Nary a creature is stirring. Google Home Hub
Not even a robot assistant. I @ @l in Living Room °
] 4 8 12 16 20 24
LIFX Living Room
Sense 0 @ @ in Living Room °
@ Motion Away @ Alarm Off

. OFFICE
Today > Last7 days > 10 Sense devices @ »

2 unassigned stationary devices

@ EI iMac
in Office

00 ooo 00 ooo
q ca ooo 0 ['=Y ooo

w [ —Mckedlo. | g

The cloud will only use the 3 most appropriate devices connected to each SuperPod
from your choices.

If the device you are trying to choose is not appearing in the list, click here to find out
why and how to add them to the list.
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https://support.plume.com/hc/en-us/articles/360043364893
https://support.plume.com/hc/en-us/articles/360043368193
https://support.plume.com/hc/en-us/articles/360043368193

Create a new password f

Open the More tab and click on the Access button.
While in the Guest settings page, tap on New Guest Password .
Enter a name* and a new password.
Use the drop-down arrow next to Auto -disable Wi -Fi Password and choose one of the
options.
5. Add a checkmark next to one or more Shared Home Devices (printer, NAS, media
player), to allow your guest access to it over the local network.
6. Tap on the Add to save.
*You can set up different device access permissions and Autedisable Wi-Fi Password
settings for each name under the Guest zone

rpPwbNpPE

10:14 all ¥ @
Access Done
Palo Alto v
Member since October 14, 2020 WiFi passwords
App settings Advanced {3}
Home Guests Internet Only
Q G% @ Limited Access. Share Guest WiFi passwords
O with peopile who are te mporary visitors to
Adapt Access Guard your home. The only devices visible to these
guests will be the ones you choose fo make
available
R 0
% S{ g New guest password
Sense Command Notifications
Account
Pods Add (+)

@ 00 (L1}
(o L 11
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< Edit guest password  Update

Guest name
@ SgPepper Guest

WiFi password

% Always-Cold

TIP: A r f thumb fi strong

@ Auto-disable WiFi password

Never

1 hour from now

3 hours from now

At the end of the day
Custom...

£ Share home devices

NAaviia~es

< New guest password Add

1 hour from now
3 hours from now
At the end of the day
Custom...
4 Share home devices

Devices

At home Select all
O &Y Kids xBox

() Ninfendo Switch

@ Egﬁ Printer v

@ Speaker Bedroom
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Create a new password

rpPwbNpPE

Open the More tab and click on the Access button.

While in the Internet Only settings page, tap on New internet only password

Enter a new password.

Use the drop-down arrow next to Auto -disable Wi -Fi Password and choose one of the
options.

Tap on the Add to save.

10:14 all T @ ' .

Access Done
Palo Alto v WiFi passwords
Member since October 14, 2020
App settings Advanced @ Home Guests Internet Only

Internet Only Access. Share these WiFi

Q % passwords with acquaintances. Their devices
o] will not be able to interact with any household

Adapt Access Guard devices
" O New internet only password
Sense Command Notifications
Account
Pods Add (+)

ﬁ 00 [T1]
o T
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< New internet only

WiFi password

@, Always-Cold

@ Auto-disable WiFi password

Never

1 hour from now
3 hours from now
At end of day

Custom...

Add

Access Done

WiFi passwords

Home Guests Internet Only

Internet Only Access.

New internet only password

Show all
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Create a-Fnewa®wswor d

During the initial setup, the first password created is a Home zone password, although
you can add more. Local network access to devices connected to your network in the
Home zone can be selectively shared with devices connecting with a Guest zone
password.

1. Open the More tab and click on the Access button.

2. While in the Home settings page, tap on New home Password .

3. Enter your new password.

4. Tap on the Add to save.

Access Done
Palo Alto v
Member since October 14, 2020 WiFi passwords
App settings Advanced {}¥
Home Guests Internet Only

=N
2N No limitations. Share Home WiFi passwords
O with implicit trust. These passwords will allow

Adapt Access Guard Home devices to interact with all other
similarly connected devices
% @ g New home password
Sense Command Notifications
Show
(TIYTTITYTTITYY T
@ Qﬁ In use by 10 devices D
Account
Pods Add (¥)

Q 00 (L]
ca uss
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10:14 all ¥ @ 10:14 all 7 @
< New home password Add Access Done
WiFi password

WiFi passwords

@, home-sweet-home
Home Guests Internet Only

No limitations.

New home password

Show

alwlelrltlylulilolp BN W
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agal nst |

Plume's Online Protection now supports Outbound IP Protection and Intrusion
Prevention , the latest advancement of Plume Guard features! Previously, Online
Protection worked by detecting only malicious DNS based threats. By now protecting
devices from connecting to malicious sites using IP addresses Qutbound IP

Protection ) and DNS based lookups, your home is now more protected than ever!
Additionally, Intru sion Prevention automatically blocks connections from high -risk IP
addresses trying to remotely connect to your devices, keeping you and your family safe

from online threats.

PLUME

Remote connection blocked

A malicious attempt frc

10:14 all @

< Guard events -

Over the last 30 days, Guard has protected
your devices an average of 32 times per day.

Today, 14 events

Eric’'s-iPhone

Device access blocked

Device attempted to connect to IP address
10.23.56.123 in Kazan, Russia. We blocked
this unsafe connection.

Blocked reason: Malware Sites

3:48 pm, toda

Approve connection...

Keep blocked

00 ooo
0 [ Doo
— .
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https://support.plume.com/hc/en-us/articles/360009693334

Another benefit of the IP based protection is that it enhances our Conte nt Access
feature by making it possible to manually block specific IP addressedn addition to
domains.

Outbound IP Protection and Intrusion Prevention are included when turning on

Online Protection if you have a SuperPod or SuperPod with WiFi 6 connected as the
Gateway Pod with firmware 2.4.3 and higher.
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https://support.plume.com/hc/en-us/articles/360009916033
https://support.plume.com/hc/en-us/articles/360009693334
https://support.plume.com/hc/en-us/articles/360009693334

How can | add Super Pods
Pl ume account ?

We strongly recommend that you use a SuperPod as your gateway in order to distribute
the best performance across your entire home!

Adding a new pod
1. Plug in your SuperPod anywhere within your home and stay nearby.

2. On the Home page, scroll down to the Adapt section.
3. Tap the éto open the Options Menu.
4. Tap onAdd a pod .
5. Wait until your new pod(s) is found and select Done Adding Pods when all additional
pods have been claimed.
10:14 all T 10:14 all T @
Plume Plume
HomePass* @ HomePass® e
Sense Sense
4 SuperPods,

23 connected devices. 11 online.

GATEWAY

p Living Room
8 connected devices
Primary devices : Max, Olivia

OTHERS

C @ F )

Garage Hallway Kids Room Patio
Excellent Good Fair Offline

&
A

.~ View network coverage
Network optimized 9:32 pm

Most active 7.3 GB &  Locate and name pods...
D Eric-iPhone-X @ @ Add a pod
4.82GB
= N ooo b Buy a pod
e e,
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10:14 all = @

Connect all pods

Spread pods around and be mindful of
common WiFi obstacles.

Found SuperPod

@ Found pod

Found gateway

Looking...

& looking for pods...

Other setup options...

All done

Upgrading or swapping your gateway pod
If you want to swap your existing gateway pod with another SuperPod or SuperPod with
WiFi 6, continue with the following steps:
1. Unplug the current gateway pod.
2. If you have amodem, unplug it from the power outlet.
3. Connect the new SuperPod to your modem by Ethernet cable. If it a SuperPod with WiFi
6, make sure you are using the left Ethernet port.
4. Plug your new SuperPod into the power outlet. Once the SuperPod's LED startg€o slowly
pulse, plug your modem back into power and wait until the LED turns off.
5. You should be able to view your SuperPod and other pods in your app when the
network is back online.
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How can | check t he
my pods?

From the Home screen, scroll down to pod list in the Adapt section.

Tap on any pod you wish to see device information about.

Tap the € icon in the upper right -hand corner.

Tap View Hardware Info. Firmware version will be the first item in the list. Please visit
this link for full release notes.

In addition to the firmware version, you can also view the pod's serial number, MAC
address and assigned IP address.

PobdPE

10:14 all ® @ 10:14 all & @@
Plume ~N

HomePass* 6 <

Sense Bedroom

Online since 12:35 pm

4 SuperPods,
1 SmartThings WiFi hub

23 connected devices. 11 online.

GATEWAY
) Living Room
8 connected devices
Primary devices : Max, Olivia
Bedroom
OTHERS —
5 GHz, 44
O @ Ol
Garage Hallway Kids Room Patio @
Excellent Good Offline Living Room
View network coverage
Network optimized 9:32 pm
MOSI’ chive 73 GB Plume continuously monitors yo

connection quality. Devices

Eric-iPhone-X
G e T N
482GB

00 oog ﬁ 00 Q oo
n Gy ooo 0 [ ooo
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https://support.plume.com/hc/en-us/articles/115001797928/

Firmware 1.2.1-7d65e051-14

Serial Number 4C732993cS
Ethernet MAC 1 60:b4:f7:00:aa:b0
Ethernet MAC 2 40:¢c4:f7:00:aa:0a
2.4 GHz MAC 63:az:45:59:3s:xy
e— 5 GHz MAC 1 ab:cd:99:79:57:wn
/> Rename pod Bedroom
5 GHz MAC 2 de:ad:3f:cd:s7:wn
(¢ Locate and name pods 6 GHz MAC 63:02:45:59:3s:xy
X  Delete pod... Public IP address 96.95.217.146

A View hardware info Hide hardware info
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How can | delete my PI

All Plume members have the right to be forgotten. HomePass supports two different
types of data deletions.

Delete security event data

If you'd like to just remove items from your list of blocked events from either Guard or
Content Access:

10:14 ol = @
<

Guard events

Q0L ¢BHD

35

All At home Eric Ellie Olivia Max
Protected Approve Block
Events
Feb 5 - Mar 5
4 weeks 3 weeks 2 weeks 7 days Today
ag ago ago Qago

All security Ad @ Onlir
events blocking prote

40 11 16

Today Lobby Echo Show
218pm & amazon.com
Ads blocked

00 000
0 e o0oo
— .

1. Inthe HomePass app, open theMore menu.
Select the Guard option.

3. On the bottom of the Guard settings page, you will find the Delete security
events button.

4. Simply tap the button and c onfirm that you would like to clear the data.

N
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1 Note that once deleted, this data cannot be recovered
71 If you haven't disabled Guard or Content Access features, more events will
continue to populate the list. Just continue to repeat this process as often as

10:14

you need.
10:14 all ¥ @
Palo Alto v
Member since October 14, 2020
App settings Advanced {}}
N G%
©)
Adapt Access Guard
% ] It
Sense Command Notifications
Pods Add (+)
Bedroom

Hallway

en gna E |

Living room

gna

¥ | HomePass

Guard Done

All devices

Devices connected to home WiFi

Online protection

@ Real-time threat protection
against crypto-mining,

Disabled

ransomware, malware & more

Advanced loT
protection

@ Protect your home network
and connected devices
against hackers and
cybercriminals

Disabled

Adblocking

@ Enjoy a better online
experience by blocking ads.

Disabled

View all Guard events

Privacy

Don‘t want Plume to see your device network
activity? Tap to learn more

T#f  Privacy mode

all = (@

X  Delete Guard events

21| Page



How can | t el | | f S 0Omeo

If you have assigned a primary device for everyonein your home, you can use
the People Notifications feature to receive notifications when people return home or
leave.

Enable People Notifications
1. Open the More menu and tap on Notifications
2. Make sure People notifications are turned on and select the profiles for which you
would like to r eceive

alerts.
10:14 all T @
Notifications Done
Palo Alto v
Member since October 14, 2020 Notifications
App settings Advanced {3} 1t People notifications ()
= § @ & & ‘? %
Adapt Access Guard = ;
Eric Max Ellie Olivia

o ; Q Alert me when a person leaves and returns home

Sense Notifications Account Private WiFi device
notifications

’I}- Notify me when devices O

with private WiFi addresses

POdS Add @ connect to my network
<:> <:> @ Notify me Once a day
Bedroom Hallway Living room
Sl sl Bl [J Private WiFi device policy >
Alert me when a person leaves and returns home

@ 00 (T1]
e (1T
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https://support.plume.com/hc/en-us/articles/360043192054

Viewing your People at Home history
1. Open the People Profiles view of the HomePass App
2. If you have set up People Profiles and assigned them primary devices, the history of
when they've been home will appear at the top.
3. You can use the arrows to cycle the daily event history fromToday all the way to 6 days
ago.
Each person's status is based on when their assigned primary device connects and
disconnects from the network. Because of this, it is important to assign suitable primary
devices like mobile phones or Wi-Fi enabled smartwatches.
If their device disconnects because it is powered off or the WktFi is turned off, it will
show them as having left.
If you have Sense Alerts set up to be sent only when away (Smart Activation), those
alerts will be sent 15 minutes after the last person with an assgned device disconnects
from your network.
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How can | tell what eve
bl ocked by Online Prote

1. From the Home screen and tap on the Guard events button.

The Protected tab will display all blocked events.

3. You can sortthe list of events shown below by type of event or by choosing a
person.

4. Simply tap on any event to add the site to the Approved list if you trust that it is
actually safe.

n

10:14 all T @ 10:14 all ¥ @
Plume & <
HomePass®

Guard events

Q0 eH D

Guard

Guarding home

All At home Eric Ellie Olivia Max
24 events

Protected Approve Block
Online protection events

e Events
Malware sites 21 Feb 5 - Mar 5
Spyware and Adware 9 - 2
SPAM URLs 13 st i
@olivia12 @ Maxil (@) Athome
Se oo : 3

Content Ads A - 4 E sie s i o
access events @ blocked @ = -

4 weeks 3 weeks 2 weeks 7 days Today

ago ago ago ago

Teenager friendly 5
Kid appropriate 2 83

All security Ad Onlir
events blocking @ prote

40 11 16

Control

Time Out Vv

Today @ Lobby Echo Show

2:18pm 3 amazon.com
@ @ Q Ads blocked

00 ooo 00 ooo
[ ooo [ =) ooo
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10:14

all = @

Guard events

Today @ Lobby Echo Show

2:18 pm

Today

2:17 am

Today
2:16 am

Yesterday
10:28 pm

Yesterday
9:13 pm

|

amazon.com
Ads blocked

iPad Air

section.io

Blocked reason : Phishing and Other
Frauds

Living Rm TV
fvinteractive.tv
Ads blocked

iPhone Pro Max

brave.com

Category : Proxy Avoidance and
Anonymizers

iPad Air

Device access blocked
Device attempted to connect to IP
address 45.24.142.46 in Palo Alto, US.

N5
Palo Ao
Menlo Park$. L LS

Palo Alto * 4

&
Stantord University

00 ooo
(= =3 ooo

¥ | HomePass:

Approve access to
“10.23.56.123"
in Kazan, Russia

Ellie’s iPhone

All devices

Cancel
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How daoccless my home's
hi story?

What is kind of motion history is displayed?
There are two available historical views:

1 Motion Today - Each column represents an hour.
1 Motion Last 7 Days - Each segment represents 1 hour.
Motion today Motion last 7 days
-
-
- -
-
-
- 6
- - -
- -
-
-
-
- - -
pm
I - - - -
- -
0 8 12 16 20 24 -
- - -
- - 6
- - pm
-
@ Motion Away @@ Alarm Off -
-

Today

In each of the historical views, the colours in the charts represent the various states of
the motion detection system.

f
f

Blue - Motion was detected (System unarmed)

Red - Motion was detected when people are away (System armed) and triggered a
Sense Alert

Green - All people are away (System armed) and no motion is present in the 7-day
view. Layered in the background of the Today view.

Grey - Plume Sense motion detection was turned off in the 7-day view. Layered in the
background in the Today view.

The degree of transparency represeris the intensity of the motion at the time.
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How do view motion detection history?
1. From the home screen, scroll down until you get to the Sense section.
2. Tap on either the Today or Last 7 days buttons to view that historical

view.
101:14 il T @ 10:14 al T - - e
Plume
& Sense
HomePass- @ < Sense
Control
Everyday, 9:30 pm - 5:00 am @ Around devices
0 Q Doorbell, Echo, Kitchen I
o] 4 8 12 16 20 24
Sense O
Sense @ Motion @B Awcy @D Alorm @B Off
. Sense alerts ON TS .
No motion detected Motion last 7 days
LIVE
-
-
1 - -
Motion today -
-
- 6
- a-a e
- -
-
-
-
- 12
- - -
- - - e
- -
-
- e -
- - .
| I - e ‘.
-
0 “ 8 12 16 20 24 - -
-
-
Sense o - - -
@B Motion @B Awoy @B Alorm @B Off o i ' " Today
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How do | add a pod to

Adding additional pods is effortless!
1. From the Home screen, scroll down to the Adapt section.
2. Taponthe €& icon. and choose the Add a pod option.
3. While the app shows that it is "looking for pods...", plug -in the new pod(s) or wait for
them to connect if already they were already plugged-in.
4. When the new pod is added, tap Done Adding Pods .
5. You can now see the new pod added in the topology view of app .

10:14 all T @

10:14 all = @ 10:14 all ¥ @
II-DILur:?eePasS' & e &
HomePass: Connect all pods
Sense Sense Spread pods around and be mindful of
common WiFi obstacles.
4 SuperPods,

23 connected devices. 11 online.

GATEWAY
8 Living Room @ Found SuperPod
@ 8 connected devices
Primary devices : Max, Olivia
Found pod
OTHERS
e\
N Found gateway
Garage Hallway Kids Room Patio
Excellent Good Fair Offline

Looking...
..~ View network coverage
e Network optimized 9:32pm 7 ESSNCIWOIKCOPHMIZEAIZOZDIMEEE . =~
. ?) Locate and name pods... ¢ looking for pods...
Most active 7.3 GB © P s gforp
Other setup options...
Eric-iPhone-X 62) (+) Addapod
%
4:02GE All done
f 2 e T o pod
N —
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How do | add or r e moyv e

Adding people allows you to conveniently monitor and manage their Wi -Fi access.
Adding a Person

1. From the People screen, tap on+ button.
Choose the Create a person option.

3. Add a photo using the + , enter the Person name and Email (optional) and tap
on Next.

4. Set their Device profile information. This allows you to control Content access as
well as their Guard settings for all their assigned devices while they are
connected to the network.

5. Tap on Done and the person will be added to the list of people.

6. Use the Tap to assign device option under their card. The devices you selectwill
apply the rules set in the previous step to those devices and allow you to monitor
and manage the person's Internet usage.

7. Once all device have been selected and you tap onDone, you will be prompted
to assign a Primary device which is used to determine if they are home. Be sure
to choose a device that they will always take with them.

8. Tap on Done once a primary device ischosen.

Please note that creating a person using the steps above does not give them the ability
to manage the network. Click here if you want to Invite a person to help you manage
the the network.

no
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https://support.plume.com/hc/en-gb/articles/360043192054
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People

People at home

Eric
7:35 am

@ At home Household

New devices connecting to [SSID] will
show up here by default. You can
reassign them to a person or new

device group anytime.

Eric Aduit

Home since 1:54 pm yesterday

0

@ S it
e ooo

¥ | HomePass:

Create a person

Invite a person to HomePass app
This person will be able to sign into
the HomePass app with their email
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Cancel Next < Select device profile Done

Device profile

Profile settings will be automatically
@ applied to any new devices assigned
to this person in future.

Adult Kid Household

Person name

{1 Olivia Lambourne X

DIGITAL WELLBEING
M Content access Kid appropriate
X< Email (Optional) GUARD

]  Online protection On
@  Adblocking Off

@ Advanced loT protection On
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People +

A Eric Adut
Home since 1:54 pm yester

Eric’s iPhone

@ Olivia

No devices assigned yet
Tap to assign a device.

./L} 00 ooo

o am ooo

Cancel Assign devices

At home

@ @5 Kids' XBox
iPad
e []|

@ l;] Olivia’s iPhone

Nintendo Switch

®

@ E Speaker Echo

Ellie Lambourne

@ |[]| Eliesphone

Eric Lambourne

ﬁ,‘ D Eric's iPhone

& g Macbook Pro
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<

Assign primary device Done

The WiFi status of the primary device will signal
Max's presence at home.

() D iPad

@ D Olivia’s iPhone v

@ Nintendo Switch

Removing a Person

1.
2.

Note :

From the person's detail screen, tap on the & on the top right -hand corner.

Tap on Remove person which will remove the profile and historical data consumption
information for that person. All previously assigned devices for that person will now be
unassigned.

This does not disable their access to the WiFi if they still have the password.

33| Page



1014 all ¥ @@=

< O,

Ellie Lambourne

Home since 12:35 pm

Primary device Ellie's iPhone

Device profile Adult

1 assigned device

Ellie’s iPhone
Online since 2:35 pm, Today

Schedule internet freeze
Create a custom schedule that fits your

needs.
Events 40
Feb 5 - Mar 5
ﬁ 00 ooo
e ooo
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4

Personal info Ellie, ellie@spouse
Devices assigned 1 device
Device profile Adult

Share HomePass app access

Remove person
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How do | approve (unbl o

You can approve a website for a person, the entire network or a device if not assigned
to a person. Up to 50 websites can be approved in total.
If you notice a website has been incorrectly blocked, pleasereport it to support .

Approving Websites for Everyone

1. From the Home page, tap on the Guard events.

2. Goto Approve tab and tap on Approve..

3. Choosing Approve Website allows you to enter the URL of domain, while Approve IP
Address allows you to enter the server IP address.

4. Enter the URL or IP address and tap omApprove to save. Hease note that the full
domain name is required. For example; make sure to write Youtube.com" instead of
"youtube".

5. Tap on Apply to confirm the changes.

6. Additionally, you are able to view previously blocked sites under the Protected tab. Tap
or swipe on the blocked event to start the approval flow.
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https://support.plume.com/hc/en-us/requests/new
http://www.youtube.com/
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Plume &
HomePass®

Guard

Guarding home

24 events

Online protection events @

Malware sites 21
Spyware and Adware 9
SPAM URLs 13

@ Olivia 12 & Mox 11 @ At home

Content @ Ads @

access events blocked

Teenager friendly 5
Kid appropriate 2 83

Control

Time Out v

@ ® &
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ooo
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<
Guard events

Q06 e B d

-
At home Eric Ellie Olivia Max

Protected Approve Block
Approve...
ﬁ 00 ooo
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Approve Website

™

Cancel Approve

Approve Website

Approve IP Address

Cancel
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<
Guard events

Q0O ¢ B ®

All At home Eric Ellie Olivia Max

Protected Approve Block

Approve...

Apply changes? nike.com

This will apply to all devices on this
network.

thisisaurlwithreallylongname...com

Approved

00 ooo
(o= ooo

Approve websites at a person or device level

1. Navigate to the desired person or device

2. Tap on Manage security events at the bottom of the page

3. Tap on Approve

4. Choosing Approve Website allows you to enter the URL of domain, while Approve IP
Address allows you to enter the server IP address.

5. Based on your previous choice, enter the URL or IP address and tap the checkmark to
save. The full domain name is required for websites. For example; make sure to write
"youtube.com” instead of "youtube".

6. Tap on Approve to confirm your choice.

7. If you are approving the site for a device that has been assigned to a person, the rule will
also apply to the person. Likewise, approving a site for the person automatically applies
that rule to all of their assigned devices. If the device is not assigned, the rule will only
apply to the device.
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D) Logan : Everyone Logan

Protected Approve Block

4 assigned devices v [ N
pprove...

@ Amazon Echo Dot

Last online 10 months ago

Guard™

Online protection
@ Real-time threat protection against Enabled
crypto-mining, ransomware, malware &

more
Content access Teenager
Keep online browsing habits tuned to the frl'en?:lly
needs of your family
Adblocking
@ Enjoy a better online experience by Disabled

blocking ads

/ Approved \

Manage security events
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Approve Website

{ www.friendlysite.com|

]

Cancel Approve

ajufelr]t]vfulifo]e

a]sfalrlolnfilk]l

2fx]clv]bfnlm
. / .com

Approve Website

Approve IP Address

Cancel
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Everyone Logan

Protected Approve Block

Approve...

friendlysite.com

Apply changes?
This will apply to all devices
currenfly assigned to Logan

Cancel Apply

C Approved >
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You can also unblock a website from Protected list.

Everyone Fire TV 3

Protected Approve Block

Website blocked reason
View All

Today (G) FireTV3
1021 . .
e coolmoviezone.online

Blocked reason : Malware Sites

Today () Amazon Fire TV Stick 2
9:59
e scorecardresearch.com

Blocked reason : Phishing and Other
Frauds

Today @ Joanne iPad
7:23 . .
em Online-shoping.net

Blocked reason : Phishing and Other
Frauds

yesterday @ AnaHotcssiphone

6:10am
fqtag.com
Blocked reaseon: Malware sites
Thursday AnaHofcssiPhone
5:45 pm .
P bfmio.com
Blocked reason: Malware sites
Thursday AnaHoftcssiPhone
2:45 pm

bfmio.com
Blocked reason: Malware sites

Simply swipe or tap to add a site to your Approved

¥ | HomePass:

list
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Everyone Fire TV 3

Protected Approve Block

Website blocked reason
View All o

Today () FireTv3
10:21 pm .
P coolmoviezone.c
Blocked reason : Maly

Approve

Today @ Amazon Fire TV Stick 2

9:59
o scorecardresearch.com
Blocked reason : Phishing and Other
Frauds
Today Joanne iPad
7:23am

Online-shoping.net
Blocked reason : Phishing and Other
Frauds

yesterday @ AnaHotcssiphone

610
am fgtag.com
Blocked reason: Malware sites
Thursday AnaHotcssiPhone
545 pm bfmio.com
Blocked reason: Malware sites
Thursday AnaHoftcssiPhone
2:45 pm

bfmio.com
Blocked reason: Malware sites

Confirm that the site is now Appr oved

© | HomePass:

Approve
coolmoviezone.online for

Everyone

Everyone at home

Close
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How do | assign a Pr
someone?

Each person can have a primary device assigned taheir profile . That primary device's
connections and disconnections from the network determines if they show up as being
at home, which is also important for managing Sense alerts.

3 people at home

Eric Olivia Max
7:35 am 7:16 am 7:01 am

You should always choose a device they are not likely to leave home without and that
will always stay powered. Smartwatches that connect to WiFi or mobile phones are
ideal.

Assigning a primary device to a person
1. Tap on the people icon and choose a person.Ensure the device in question is already
assigned to that person.
2. If a primary device has not been set, the Assign primary device notification  will be
shown. Tap on the notification.
3. Choose a primary device and tap onDone to save.
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https://support.plume.com/hc/en-us/articles/360009691954
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< Assign primary device Done

People

The WiFi status of the primary device will signal
Max's presence at home.

Ellie Adu :
‘I - © () E iPad

[

’D 6 D Olivia’s iPhone y

® () Nintendo Switch

Ellie’s Phone

(=

Assign a primary device to [Ellie]

The primary device will indicate when
[Ellie] is home.

=h Eric Adun .
Home since 1:54 pm yesterday &
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How do | create rooms?

The HomePassApp allows you to group your devices into rooms to improve motion
detection accuracy. For example, if your living room has a smart TV, smart speaker, and
voice assistant, motion detection on any of these devices can be localized to your living
room!

Creating rooms
1. From the home screen, enableSense. Once Sense is enabled, a list of eligible devices will
begin to populate and you will be prompted to assign devices to a room.
Tap on one of the devices in the unassigned device list.
Enter the name of the room for this device and tap on Save.
If there is more than one device in that room, tap on the + icon.
From the device list, add agreen checkmark next to all the devices in that room and tap
on Add.
6. From the unassigned device list, tap on another device and repeat the previous three
steps until all devices have been assigned a room.

abrwnbn

10:14 all = @) 1014 il = -
Plume @5
HomePass* < Sense
Control e
Everyday, 9:30 pm - 5:00 am Sanse ()
Sense alerts OFF Q
Sense

Assign stationary devices
to the room or space where
they are currently set up.

No motion detected
LIVE

For ex. assign TV in Living Room to
“Living Room” space. This will make it easier to
locate unexpected motion in your home.

Google Dot
Tap to assign room

Google Home Hub

Nary a creature is stirring. Tap to assign room

Not even a robot assistant.

iMac
Tap to assign room

Sense ()

Today > Last 7 days >

0 of 7 stationary devices assigned
L ]

ﬁ 00 oo ﬁ 00 ooo
0 [y ooo n [ ooo
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Cancel

ull ¥ @)

Assign fo a room Save

©

Google Dot + 2 devices

Living room|

QWERTY UI O

4 7 X CVBNMX
123 space Done
0

@ Google Dot
@ in Living room

Nintendo Switch

® 3

1 Printer
(o] g

Eric Lambourne

Roku

¢ &

© L Moo
@ B iPad

Max Lambourne

@ i Max's iPhone

10:14 all ¥ @

Cancel Assign room to multiple de... Add
Devices
At home Select All

Select All

Select All
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How ddoellet e a

pod?

Deleting a pod from your account will completely disassociate this pod from your
account. You will be able to add the pod back to your account or add it to another

Plume account after deleting the pod.

Deleting a pod

oD E

10:14

Plume
HomePass*

Sense

4 SuperPods,
1 SmartThings WiFi hub

23 connected devices. 11 online.

all T @

GATEWAY

OTHERS

Living Room

8 connected devices

Primary devices : Max, Olivia

o O O

Garage Hallway Kids Room Patio
Excellent Good Offline

View network coverage
Network optimized 9:32 pm

Most active 7.3 GB

Eric-iPhone-X
H 4.82 GB

oog
ooo

From the Home screen,scroll down to the Adapt section.
Select the pod you would like to delete.

Tap on the &on the top -right of the pod detail screen.
SelectDelete this Pod... and then Delete Pod to confirm.

10:14

<
Bedroom

Online since 12:35 pm

Bedroom

xcellent signal )

@

Living Room

Plume cor

ull T @

ooo
oog
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/> Rename pod Bedroom
& Locate and name pods

X  Delete pod...

A View hardware info

© | HomePass:

Delete pod?

Deleting this pod will remove it from
this account. It could then be added to
any Plume home.

Cancel Delete pod
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You can also go directly to the individual pod's menu by clicking it from the topology
view.
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